ISSN Print 2708-0366; ISSN Online 2708-0374

37

UDC 330. 37.07
DOI: https://doi.org/10.32782/2708-0366/2026.28.4

Mykhailova Yelyzaveta

Doctor of Economics, PhD in Philology,

Associate Professor,

National University of Water and Environmental Engineering

ORCID: https://orcid.org/0000-0002-1539-1548

Sribna Yevheniia

PhD in Economics, Associate Professor,

National University of Water Management and Environmental Engineering
ORCID: https://orcid.org/0000-0002-6676-0606

Tsaruk Diana

PhD in Economics, Senior Lecturer,

National University of Water Management and Environmental Engineering
ORCID: https://orcid.org/0000-0003-4908-6637

Muxatinoea €.B., Cpi6Ha €.B., Ljapyk [].C.
HauioHanbHuli yHisepcumem 800H020 eocriofapcmea ma rnpupo0OKopUCMy8aHHS

ENTROPY AS AN INDICATOR OF ECONOMIC SECURITY
FOR ASSESSING SYSTEM STABILITY

EHTPONIA AK IHAUKATOP EKOHOMIYHOI BE3MEKMK
nia 4YAC OUIHKOBAHHA CTABIJIIbHOCTI CUCTEMMU

The article examines entropy as an indicator of economic security for assessing system
stability. Entropy is interpreted as a quantitative measure of uncertainty reflecting the variability,
coherence, and internal structure of economic systems. The study applies an entropy-based
approach to indicators of cybersecurity, innovation, and human development, enabling a
multidimensional assessment of system stability and resilience. The results demonstrate that
lower entropy values correspond to higher levels of stability, predictability, and controllability,
while higher entropy indicates increased fragmentation, vulnerability, and systemic risk. The
findings confirm that entropy can serve as a complementary analytical tool for assessing economic
security and identifying hidden structural imbalances in economic systems.

Keywords: economic security, entropy, system stability, systemic risk, uncertainty, economic
resilience, cybersecurity.

IIpononogane 0ocniodcenHs NpucesadeHe ananizy MOICIUBOCHEN GUKOPUCTNANHA eHMPO-
nii’ K [HOUKAmMopa eKoOHOMIUHOI 6e3neKu 6 OYIHIOBAHHI CMAOIILHOCMI eKOHOMIYHUX CUCTEM.
3pocmannsa neeusnauenocmi ma yYCKAAOHEHHS CMPYKMYPU EKOHOMIUHUX Npoyecie oomedcye
epexmusHicmb mpaouyiiHux nioxo0ig 00 OYIHIOBAHHS eKOHOMIMHOT Oe3neKu, KI IDYHMYIOMb s
NePeBaANCHO HA MAKPOEKOHOMIYHUX | (DIHAHCOBUX NOKASHUKAX [ He 8i00Opadcaoms GHympili-
HI0 8apiamusHicmyb cucmemu. Enmponis inmepnpemyemucs 5K KilbKiCHA Mipa He8U3HAYEeHOCHI,
Wo xapakmepuszye CmyniHb pO3Ci08aHHI MA HEOOHOPIOHOCMI CMAHI8 eKOHOMIYHOI cucmemu,
81000padicarouu po3nooil UMOGIPHOCMEN iT MONCIUBUX KOHPI2ypayii. ¥ maxkomy mpakmyeanii
eHmponis 0036015€ nepetimu 6i0 ikcayii OKpemMux NOKA3HUKIE 00 OYIHIOBAHHS GHYMPIUHbOI
cmpykmypu cucmemu, ii 30a1aHCOBAHOCMT MaA Y320024CeHOCMI. 3ACMOCY8aHHs eHMPORItIHO20
nioxody 0ae 3mo2y OYiHumu pieeHb BNOPSOKOBAHOCII eKOHOMIYHUX Npoyecis, cmyniHb ix 63a-
€MO038 3Ky Ma KepoBaHOCMi, Wo 0e3nocepedHbo noe s13aHo 3i CMAHOM eKOHOMIUHOI Oe3nexu.
Bcmanosneno, wo nudicui 3nauenHss enmponii 6i0nogioaroms OibUl CMPYKMYPOBAHUM CUCHe-
Mam i3 6IOHOCHO PIGHOMIPHUM PO3NOOLLOM Pecypcie i hYHKYIL, Y3200HCeHICMIO THCMUMYYIHUX
Mexauizmie i nepedbauysanicmio po3sumky. Taxi cucmemu Xapaxmepusyromucsa U0 30AMHI-
cmio 00 adanmayii ma 30epexqcenHst CmadilbHOCMI 8 YMOBAX 306HIUHIX | 6HYMPIUHIX 30ypeHb.
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Hamomicms euwyi 3nauenHss enmponii ceiouams npo ppacmeHmayito eKOHOMIYHUX npoyecis,
acumempilo pO3GUMKY, SHUMCEHHS Y3200HCEHOCME MIdHC eleMeHmamy CUCmeMy ma 3pOCMaHHs
HesusHauernocmi. Lle cynpogoodicyemuvcs niouweHHAM pPieHs CUCIEMHUX PU3UKIG, YCKAAOHEeH-
HSAM YAPAGTIHHS MA 3HUNCCHHAM CMIUKOCMI eKOHOMIuHOT cucmemu. Memoouunuii nioxio 6azy-
EMbCA HA 3ACMOCY8AHHI eHMPONIUHO20 AHANIZY 00 NOKA3HUKIE KibepbesneKu, IHHO8AYIUHO20
PO3BUMKY MA TI0OCLKO20 PO3GUMKY 5K KTIOUOBUX CKAAO0BUX CYYaCHOT ekonomixu. Lle 3abe3neuye
6acamosuMipHy OYiHKY eKOHOMIUHOI 6e3neKu 3 ypaxy8anHam MexXHON0SIYHUX, THCMUMYYIUHUX i
coyianvrux paxmopis. Pezynomamu 0ocniodicents ceiouams npo me, wo enmponisi 8i000paxcae
pi6eHb 6HYMPIWHBOT Y3200H#CEHOCHT eKOHOMIYHUX CUCIEM [ 00360JI5€ GUABTIAMU CIMPYKMYPHI OU-
coanauncu, ki He QIKCYIombCs MpAOUYIUHUMU NOKAZHUKAMU. 3POCMAHHsT eHMPONIi ACOYilOEMbCs
3 RIOBUYEHHAM CUCMEMHOL 8pa3nueocmi, mooi AK il 3HUMdCeHHs 8i0nosioac Oinb cmabitbHOMY
ma Keposanomy QyHKYioHy8aHHIO eKOHOMIYHOT cucmemu.

Knrwouogi cnosa: exonomiuna besnexa, enmponis, CmabiibHicmb cucmemu, CUCMEMHI pU3UK,
HeBU3HAYEHICMb, eKOHOMIYHA cmilikicmb, KibepOesnexa.

Formulation of the problem. In the context of increasing systemic uncertainty, hybrid
threats, and ongoing economic transformations, ensuring economic security has become
a critical challenge for modern economies. Contemporary economic systems operate in
environments characterized by complex, interconnected, and often non-linear risks, which
complicates their timely identification and assessment.

Traditional approaches to assessing economic security are largely based on macroeconomic
and financial indicators that reflect individual aspects of economic performance. However,
these approaches do not fully capture the level of uncertainty and internal variability inherent
in economic processes. As a result, they provide a limited understanding of system stability
and its vulnerability to destabilizing influences.

Under such conditions, there is a growing need for analytical tools capable of reflecting
not only the state of the system but also the degree of its order, coherence, and resilience.
In this regard, entropy can be considered a promising methodological approach, as it allows
for the measurement of uncertainty and heterogeneity within economic systems.

Analysis of recent research and publications. Contemporary research on economic
security increasingly emphasizes the role of uncertainty, systemic risks, and structural
interdependencies in shaping the stability of economic systems. Traditional approaches to
economic security assessment have primarily relied on macroeconomic indicators; however,
recent studies highlight the need to incorporate more complex analytical tools capable of
capturing uncertainty and system variability.

A significant body of research focuses on the application of information theory and
entropy as measures of uncertainty. Classical works by Miller G. [5] and Paninski L. [7]
establish the methodological foundations for entropy estimation as a quantitative measure
of uncertainty in complex systems. Further developments by Hausser J. [2] extend entropy-
based approaches to systems characterized by nonlinear relationships and high-dimensional
data structures. These studies demonstrate that entropy can serve as an effective analytical
tool for assessing variability and unpredictability within economic systems.

In the context of economic risk and system stability, Savina N.B. et al. [9] show that
entropy can be applied to evaluate business risks, interpreting it as an indicator of uncertainty
in financial and economic environments. This approach provides a methodological basis for
extending entropy analysis to broader economic security assessments.

At the same time, international indices such as the Global Innovation Index [1], the
Human Development Index [3], and the National Cybersecurity Index [7] provide
important empirical dimensions for analyzing the resilience and vulnerability of economic
systems. These indices reflect key components of economic security, including innovation
capacity, human capital development, and the ability to respond to technological
and cyber threats.

Modern research also highlights the increasing importance of technological and
institutional factors in ensuring economic security. In particular, cybersecurity is considered
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a critical element of national resilience, as it directly affects the stability of digital
infrastructure and economic processes [6].

Despite these contributions, the use of entropy as an analytical tool for assessing
economic security remains insufficiently developed. Existing studies primarily focus on
entropy in risk analysis or isolated economic processes, while its potential for evaluating
systemic economic security, particularly in relation to innovation, technological resilience,
and cyber threats, has not been fully explored.

Formulation of the purpose of the articleis to assess the applicability of entropy as an
analytical tool for evaluating economic security by interpreting it as a measure of systemic
uncertainty in economic systems.

Presentation of the main material. In modern economic systems, uncertainty
represents a fundamental characteristic that significantly influences the stability and security
of economic processes. The increasing complexity of economic interactions, the presence
of nonlinear effects, and the impact of external shocks require the use of analytical tools
capable of capturing not only the state of the system but also the degree of its variability and
unpredictability.

Entropy, originally developed within the framework of information theory, is widely
used as a quantitative measure of uncertainty associated with the distribution of possible
system states. Classical studies define entropy as an indicator of the level of disorder or
unpredictability in a system, reflecting the probability distribution of its possible outcomes
[5; 8]. In this context, entropy allows for the assessment of how dispersed or concentrated
the states of a system are, which directly relates to the degree of its stability.

The application of entropy in economic analysis has expanded significantly in recent
decades, particularly in the study of complex and nonlinear systems. Research by Hausser
J. demonstrates the applicability of entropy-based methods in analyzing systems with high
variability and multidimensional interactions [2]. These approaches provide a methodological
basis for evaluating uncertainty in economic environments, where traditional deterministic
models often fail to capture the full range of possible system behaviors.

In economic systems, entropy can be interpreted as a measure of heterogeneity and
variability of economic processes. Higher entropy values indicate a greater degree of
dispersion and unpredictability, which may reflect increased systemic risk and vulnerability.
Conversely, lower entropy values are associated with more structured and coherent systems,
characterized by greater predictability and stability.

From the perspective of economic security, uncertainty acts as a key transmission
mechanism of risk. The relationship between uncertainty, risk, and economic security can be
understood as a sequential chain, where increasing uncertainty leads to higher levels of risk,
which in turn may weaken the stability and resilience of economic systems. In this regard,
entropy serves not only as a statistical measure but also as an analytical indicator that reflects
the level of systemic vulnerability.

The relevance of entropy for economic security analysis is further supported by studies
that apply entropy-based approaches to risk assessment in economic systems. In particular,
Savina N.B. et al. demonstrate that entropy can be effectively used to evaluate business risks
by capturing the uncertainty inherent in economic processes [9]. This confirms the potential
of entropy as a tool for extending risk analysis to broader assessments of economic security.

The growing complexity of economic systems and the increasing impact of systemic
and hybrid threats necessitate the use of analytical approaches that go beyond traditional
macroeconomic indicators. In this context, entropy can be interpreted as an indicator that
reflects the level of uncertainty, variability, and structural coherence of economic systems.

Unlike conventional indicators that capture static or partial characteristics of economic
performance, entropy provides a dynamic measure of system organization. It allows for the
assessment of how evenly or unevenly economic processes and parameters are distributed
within a system. This makes entropy particularly relevant for analysing economic security,
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which depends not only on current performance but also on the stability and predictability
of system behaviour.

From the perspective of economic security, entropy can be interpreted through the
relationship between uncertainty and risk. Higher entropy values indicate greater dispersion
of system states and a higher degree of unpredictability, which may lead to increased
vulnerability to external and internal shocks. In such conditions, economic systems become
less controllable and more sensitive to destabilizing influences. Conversely, lower entropy
values reflect a higher degree of system organization and coherence, which contributes to
greater stability and resilience.

This interpretation aligns with the understanding of uncertainty as a key factor
influencing economic risk and security [5; 8]. Entropy, therefore, can be considered not only
as a statistical characteristic but also as an analytical indicator of systemic risk within an
economic environment.

At the same time, it is important to note that traditional approaches to economic security
assessment often rely on isolated indicators such as GDP growth, inflation, or financial
stability metrics. While these indicators provide valuable information, they do not capture
the internal variability and structural heterogeneity of economic systems. As a result, they
may underestimate latent risks that accumulate within the system.

In contrast, entropy allows for the identification of hidden imbalances and structural
inconsistencies that are not reflected in standard economic indicators. This makes it a
useful complementary tool for economic security analysis, particularly in environments
characterized by high uncertainty and rapid transformation.

Furthermore, the application of entropy-based approaches in economic research has
already demonstrated its effectiveness in risk assessment and analysis of complex systems
[2; 9]. Extending this approach to the evaluation of economic security provides an opportunity
to develop more comprehensive and adaptive analytical frameworks.

Thus, entropy can be interpreted as an additional indicator of economic security,
reflecting the level of uncertainty, structural variability, and systemic vulnerability of
economic systems.

To evaluate the level of uncertainty in economic systems, this study applies an entropy-
based approach grounded in the principles of information theory. Entropy is used as a
quantitative measure that reflects the distribution of possible system states and the degree of
their unpredictability.

The estimation of entropy is based on the Shannon formulation, which can be repre-
sented as:

H==-3 plog,p, (1)

where: H — entropy of the system; p, — probability of the i-th state of the system; n — total
number of possible states.

This expression reflects the average level of uncertainty associated with the system.
Entropy reaches its maximum when all states are equally probable, and decreases as the
distribution becomes more concentrated.

In practical applications, the probabilities i are derived from empirical data. They can be
estimated based on the relative distribution of indicators, normalized values, or statistical
measures such as variance and standard deviation. This allows transforming observed
economic indicators into a probabilistic structure suitable for entropy calculation.

For systems where all states are equally likely, entropy reaches its theoretical maximum:

Hmax = lOan

This value serves as a benchmark for interpreting the level of uncertainty within the
system. The closer the calculated entropy is to N, , the higher the degree of dispersion and
unpredictability.
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From the perspective of economic security, entropy is interpreted as an indicator of
systemic uncertainty. Higher values of entropy correspond to greater heterogeneity and
reduced controllability of economic processes, which may indicate increased vulnerability.
Lower entropy values, in contrast, reflect a more ordered structure and greater predictability,
which are associated with higher levels of stability.

Thus, the entropy-based methodological approach enables the quantification of
uncertainty in economic systems and provides a basis for comparative analysis of their
security and resilience.

The empirical analysis is based on the application of the entropy approach to key
dimensions of economic systems, including cybersecurity, innovation, and human
development. The entropy values used in this study are derived from calculations presented
in the authors’ previous research, where the methodology and data processing procedures are
described in detail [6]. In this study, these results are reinterpreted in the context of economic
security.

To systematize the obtained results, entropy values are analyzed in terms of their
implications for system coherence, predictability, and vulnerability (Table 1).

The results demonstrate that entropy values provide a meaningful basis for distinguishing
between more structured and more fragmented economic systems. Lower entropy
corresponds to higher levels of organization and predictability, which are essential for
maintaining economic security. In contrast, higher entropy reflects increased variability and
systemic uncertainty, indicating potential vulnerabilities.

In the cybersecurity domain, lower entropy values are associated with coordinated
institutional frameworks and consistent policy implementation, which reduce exposure
to cyber threats. Higher entropy, on the contrary, indicates fragmentation and a lack of
coherence, increasing the risk of system disruption.

A similar pattern is observed in innovation systems. Lower entropy reflects a more
structured and efficient innovation environment, contributing to economic stability and
competitiveness. Higher entropy suggests dispersed and inconsistent innovation strategies,
which may weaken system effectiveness and increase uncertainty.

In terms of human development, lower entropy indicates a more balanced distribution
of human capital and social resources, which supports system resilience. Higher entropy
reflects structural disparities and uneven development, which may increase socio-economic
risks and reduce stability.

Overall, the empirical analysis confirms that entropy can be interpreted as an indicator
of economic security. Systems characterized by lower entropy demonstrate higher levels of
coherence, controllability, and resilience, while higher entropy values are associated with
increased vulnerability and systemic risk.

Table 1
Entropy-based assessment of economic security

Dimension Low Entropy (|H) High Entropy (1H) Ecl:)lrlll()) hnf{ttlsoélclt;(:fi‘ty
Cybersecurity Coordina_lted policies, Fragm@nted systems, nger Vulnerabi.li.ty /
standardized responses | inconsistent protection | Higher vulnerability
I . Structured innovation Dispersed strategies, Higher stability / Lower
nnovation . . o
system, efficiency lack of coherence predictability
Human Balanced human capital | Uneven development, Higher resilience /
Development distribution structural gaps Increased social risk
High coherence High variabili Strong economic security /
Overall system cor%trollability ’ ins%ability o Weakgeconomic securityy

Source: developed by the authors based on empirical entropy calculations
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The obtained entropy values allow for a structured interpretation of economic systems
in terms of their level of security, stability, and vulnerability. Within the proposed approach,
entropy reflects the degree of uncertainty and internal variability of the system, which
directly influences its capacity to maintain stable functioning under external and internal
pressures.

Lower entropy values indicate a higher level of system organization and coherence.
Such systems are characterized by more predictable behavior, coordinated institutional
mechanisms, and a balanced distribution of key parameters. From the perspective of
economic security, this corresponds to higher controllability and resilience, as the system is
better able to respond to disturbances and maintain stability.

In contrast, higher entropy values reflect increased dispersion and heterogeneity of system
elements. This indicates a lack of coordination, structural imbalances, and a higher degree
of uncertainty. In such conditions, economic systems become more sensitive to shocks, and
their ability to absorb disturbances decreases, which leads to higher systemic risk [4].

The comparative analysis shows that systems with lower entropy across multiple
dimensions, particularly in cybersecurity and innovation, demonstrate stronger positions
in terms of economic security. These systems are characterized by more consistent policy
implementation, higher efficiency of resource allocation, and greater adaptability to changing
conditions.

At the same time, elevated entropy values signal areas of potential vulnerability. In the
cybersecurity domain, higher entropy reflects fragmentation of protection mechanisms and
increased exposure to digital threats. In innovation systems, it may indicate a lack of strategic
coherence, reducing overall effectiveness. In the social and human development dimension,
higher entropy points to structural disparities that can weaken long-term stability.

Thus, entropy values make it possible to identify not only the current state of economic
systems but also latent risks associated with their internal structure. The proposed approach
enables the differentiation of more secure and more vulnerable systems based on their degree
of organization and predictability, providing an additional analytical tool for economic
security assessment.

Conclusions. The conducted study allows considering entropy as a meaningful analytical
tool for assessing economic security through the measurement of systemic uncertainty.
In contrast to traditional macroeconomic indicators, entropy reflects the internal structure
of economic systems, capturing the degree of variability, coherence, and predictability of
their functioning.

The results indicate that lower entropy values correspond to more organized and stable
systems characterized by higher levels of controllability and resilience. Such systems are
better able to maintain functionality under conditions of external and internal disturbances.
Conversely, higher entropy values reflect increased heterogeneity and fragmentation, which
are associated with reduced predictability and higher vulnerability to destabilizing influences.

The empirical analysis demonstrates that key dimensions of economic systems, including
cybersecurity, innovation, and human development, exhibit different levels of entropy that
influence the overall level of economic security. More coordinated and structurally consistent
systems tend to demonstrate lower entropy, while systems with dispersed and unbalanced
characteristics are associated with higher uncertainty and risk.

The findings also show that entropy allows identifying latent vulnerabilities that are not
fully captured by conventional indicators. This makes it possible to detect potential threats
to economic security at earlier stages, particularly in environments characterized by rapid
transformation and increasing complexity.

Thus, the application of an entropy-based approach expands the methodological toolkit
of economic security analysis and provides a basis for more comprehensive assessment of
system stability, resilience, and vulnerability under conditions of uncertainty.
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