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THE ALGORITHM OF RISKS IDENTIFICATION IN THE OPERATING MODEL

AJITOPUTM IOEHTU®IKALII PUSUKIB
Y MOAENI ONEPALIMHOT CUCTEMU OPTAHI3ALYlI

The main purpose of creating an operational model is to ensure the synchronization of the
organization s strategy and operational functions. The algorithm of the operating system can be
represented as a hierarchical sequence of optimization processes aimed at achieving the final
goal — value chain map. The operating system of an individual organization has its own pro-
cess and parametric features that distinguish it from others. The risk factors will reflect these
differences and the methods of their prediction and compensation should also be adapted to the
specifics of the operating systems. It is impossible to optimize the operating model, to ensure
the economic stability of the organization, ignoring objective and subjective sources of risks.
Exclusion of risk parameters of operational processes directly affects the overall efficiency of the
operational system, reduces uncertainty and unwanted fluctuations in the quality indicators of
the operational model. The article examines the hierarchical algorithm of risk identification in
the operational model of the organization.

Key words: alternative, system, operational model, risk identification, state, hierarchical
algorithm.

OcHosHa Mema cMEOpeHHs onepayiiiHol Mooeni — 3abe3nedumu CUHXPOHI3ayito cmpameii
ma onepayitinux yuryitt opeanizayii. Aneopumm onepayiinol cucmemu MOICHA NPeOCmasumu
K 1€EPAPXIYHY NOCAIO0BHICMb ONMUMI3AYIUHUX NPOYECis, HANPABIEHUX HA OOCSACHEHHS KiHlye-
601 Memu - 3a00801€HHs. NOMPeOd CHONCUBAYIE HA 3a0aHOMY pieni axocmi (value chain map).
AKicHa onepayitina Mooeinb 00360JIA€ OP2aHI3ayii NOKPAwUmu c8010 KOHKYPEHMHY nepesazy, on-
mumizyeamu onepayii ma 3a00801bHUMU 3ayikaeneni cmoponu. Onepayiuna cucmema oKpemoi
OpeaHi3ayii Mae 61ACHI NPOYeCHi Mma napamempudri 0CooIUB0CMI, WO BIOPIZHAOMY T 8I0 THUWUX.
Dakmopu pusuxy 6yoyms i000padceHHAM yux GiOMIiHHOCMel i Memoou ix nepeddoayenns ma
KoMneHcayii makooic maroms Oymu adanmosawni 00 ocobrusocmell onepayitivux cucmem. Tomy,
PO3POOKA An2opummis ma iHCmpymMenmie oyiHKu pUsUKi6 Ha emani CmeopenHs OnepayitiHux Mo-
oeinell € NepuoyepeosUM 3a60aAHHAM CYUACHUX PUBUK-MeHeddcepis. Onmumizyeamu onepayitiny
MoOenb, 3a0e3nedumu eKOHOMIYHY CIIUKICIb Op2anizayii HeMONCIUBO, IZHOPYIOUU 00 €KMUEHI
ma cyb’ekmueHi ddcepena pusuKie. Ynpaeninua pusukom Cmae 8adciugoio cKiadosorw onepa-
yitinoi cucmemu opeanizayii 6y0b-sKoi cpepu OisibHocmi. Bukmiouents puszukosux napamempis
onepayitiHux npoyecie 6e3nocepeoHbo BNIUBAE HA 3A2AIbHY eeKMUBHICMb ONepayititol cucme-
MU, BMEHULYE HEBUZHAUEHICMb Ma HeOANCANT KOTUBAHHS AKICHUX NOKA3HUKIE onepayiiHoi Mooeii.
Y emammi docnioocyemuvcsa iepapxiunuii areopumm ioenmugpikayii puzuxie 6 onepayiinit mo-
Oeni opeanizayii. CKnaooesi cucmemu. cmpamezis, CmpyKmypd, npoyect, mexHono2ii, nepcomar,
PO32NA0AIOMbCA AK OKpemi cmanu npoyecy ynpagninus. Kooicnuili cman onucyemvcs MHOICU-
HOIO QIbMePHAMUS, Wo NOGHICHbL GU3HAYAE MOJICTUBL KOTUBAHHS NAPAMEMPIE OKPEMO20 CIAHY.
IIpononyemscs ioenmudixysamu pusuxku K 6mpamy eqhekmueHoCmi onepayitiHoi cucmemu 3a
PAxXyHOK He ONMUMATIbHO20 YNPAGIIHHA. YNPAasuiHHs Po32na0aromscs K npoyec peanizayii anp-
MEPHAMUE HA MHOJICUHY CIMAHIE cucmemu — 00 '€Kmie ynpasninus, mMema K020 — KOMNeHcayis
6nausie pusukogux ¢gpakmopis. Kiacugixayis cmanie 3a pignem pusuxy 003601UMb VHUKHYMU
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Kpumuunozo pieHa pusuxy. IIpononyemocs sukaouamu 3 Mooeni cmanu 3 KpUmudHumM pieHem
PUBUKY We Ha emani opmyeantst 8XIOHUX napamempie onepayiiHol Mooeri.

Knrwwuogi cnosa: anvmepnamuea, cucmema, onepayitiHa mooeib, i0eHmupikayis pusuxis,
CMamt, IepapxivHutl an2opumm.

Formulation of the problem. The main goal of creating an operational model is to
ensure the synchronization of an organization’s strategy and operational functions.
The operational model encompasses the key parts and components of the enterprise’s
operational system: capabilities, resources, technologies, management, and relationships.
It defines the criteria for the effectiveness of the operational system’s functioning and serves
as an algorithm of actions to meet consumer needs at a specified level of quality — the
value chain map. A high-quality operational model enables an organization to improve its
competitive advantage, optimize operations, and satisfy stakeholders. It is impossible to
optimize the operational model and ensure the economic stability of the organization without
addressing both objective and subjective sources of risks. Risk management becomes an
important component of the operational system. The anticipation and mitigation of risk
parameters in operational processes directly impact the overall efficiency of the operational
system, reducing uncertainty and undesirable fluctuations in qualitative indicators, which
are integral accompanying factors in economic activities. The necessity to develop new
tools for assessing operational risks arises from the increase in unforeseen losses that cannot
be explained solely as financial or strategic risks. Researching and enhancing methods
for assessing operational risks in the operational model are promising and intellectually
challenging tasks.

Analysis of recent research and publications. The theoretical foundations and
methodology of strategic risk management are described in the scientific article [ 1] by authors
Zanora V.O. and Zachosova N.V. The implementation of developments from the domestic
risk management school in the quality management system of enterprises is presented in the
works of Posokhov [.M. [2; 3]. The relevant aspects of risk management in entrepreneurial
structures are described in the work by Miroshnychenko G. [4]. The algorithm for process
management in the development of enterprises with consideration of risks is the subject
of the article by Yu.V. Lytyuh and S.V. Poznyak [5]. The risk factors and methods for
predicting them in personnel management are the subject of research by Yefimanova I.Yu.,
Pankova V.D., Tkachuk L.M. [6]. Systems for managing project risks and methods for
their minimization are described in the chapter of the collective monograph by the author
T. Doroshenko [7]. Despite the interest of many scholars in the field of risk management, a
clear, universal algorithm for verifying risks in operational models cannot exist in principle.
The operational system of a particular organization has its own procedural and parametric
features that distinguish it from others. Risk factors will reflect these differences, and the
methods for predicting and compensating for them must also be adapted to the peculiarities
of operational systems. Therefore, the development of algorithms and tools for assessing
risks at the stage of creating operational models is a primary task for modern risk managers.

Formulation of the purpose of the article. The goal of the article is to describe an
algorithm for identifying risks in the operational model of an organization.

Presentation of the main material. The operational model encompasses the fundamental
parts and components of an enterprise’s operational system: capabilities, resources,
technologies, management, and relationships. Creating an operational model involves
forming a set of alternative management decisions, defining criteria for the effectiveness
of the operational system’s functioning, and developing a methodology for evaluating
alternatives based on the chosen criteria. General requirements for the operational model
can be formulated as follows:

— The model structure is hierarchical — each component of the model supports the goals
of higher levels and aligns with the organization’s strategic tasks.
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— The model is adaptive to changes in market conditions and fluctuations in internal
processes.

— The operational model is efficient based on the criteria of maximizing production and
minimizing waste through resource and procedure optimization.

— It ensures coordination and promotes effective collaboration between teams and
departments.

— Includes automation and technologies to enhance operational capabilities and
stimulate innovation.

— Customer-oriented — effective in terms of value and meeting the needs of the target
market segment, ultimately contributing to customer satisfaction and loyalty.

Each of the requirements for the structure of the operational model incorporates risk
parameters, such as economic resources. Economic resources can take various forms, and
accordingly, operational losses resulting from their inefficient use can also take different
forms (material, labor, informational). The realization of certain operational risk events
may not lead directly to monetary expenses but can result in losses in the efficiency of the
operational system, which are challenging to quantify in monetary terms (losses in service
quality, reputational losses). However, these categories should also be considered as losses
from operational risks since they result from disruptions in the operational process algorithm.
It’s worth noting that an additional source of operational risks is the human factor, a factor
whose impact is quite challenging to predict in the operational model.

Operational models formally describe the relationships between inputs to the operational
system, operational processes, and quality indicators of the output product. These models
provide a basis for determining the results of operational activities. An operational system
consisting of n subsystems (7 = {nl. } ,i =1+ N) canbe described as an ordered set of possible
states S= {S ; }, (j =1+m), each of which is characterized by a comprehensive indicator of
the operational system’s efficiency. Identifying risk as a comprehensive indicator of the loss
of efficiency in the operational system or as volatility in economic indicators leading to a
decrease in profits and an increase in costs. Therefore, risk management in the operational
model can be defined as the implementation of alternatives 4 ={4, }k =+n in the set of
states of the operational system S= {S j}. The goal of risk management is to maximize the
reduction of the probability of a negative outcome and minimize potential losses associated
with the implementation of an alternative and the transition from state S, to state S.
To simplify the algorithm, we will group subsets of states S= {S j} into four categories based
on the level of risk:

The set of deterministic states (non-risky states) S, €S, ;
— The set of states with an acceptable level of risk S, €S, ;
The set of subsets with a critical level of risk S, € {S e

— The set of subsets with a catastrophic level of risk S, € gS j}.

The states of the system S, are the object of operational management, the goal of
which is to compensate for the impacts of risky factors. In other words, management should
transition the system from state S, to S,, or S,. We consider the states of the system subsets
S, as those that would lead to the impracticality of the existence of the operational system
of the organization. The efficiency losses of the operational system due to risk factors (such
as management process errors, decreased quality of the output product, increased cost of
tangible assets, penalties for violating environmental standards, etc.) can be represented as
avector R,

R.f:(’fflﬁ’ffz""r/f”f/n)’ 1
r. — assessment of subsystem efficiency loss » in a given state S,. To compensate
Ji . ; J .
for efficiency losses in states S,, and S, of the operational system, one of the possible
implementations A4, € 4, can be applied, where 4 is the complete set of alternatives for the
system state S, . Each alternative is associated with costs for its implementation (the price
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of the alternative). These costs C,; (=1+m) can be considered as a monetary assessment
of transitioning the system from state S, to state S, in the subsets S, and S,. The set of
possible states S;, numerical state parameters (state probability p;, loss magnitude C))
are formed based on the previous analysis and serve as input parameters for the operational
system. The concept of the operational model with identified risks can be formulated as the
task of finding the extreme value of the comprehensive criterion for the efficiency losses of
the management system. The transition from the state S, of the critical risk level subset S,
to the state S, of the acceptable risk level subset S, can be defined by the complex criterion

function K ={K,}:
7, =minma S| €, + S o, Lo v @
! K S,

where: a/, a, are linguistic variables defining the selection of strategy A4, from the set
of alternatives 4

; Lif 4, €S, S,
%70, ir 4,2 5,8,

o | Lif 4eS S,
o, if 4, ¢S, cS, 3)

One can make the model more precise by simulating the change in operational
processes over time [9$ 10] and observing the volatility of intermediate products of the
operational system, calculating the impact on the variation of operational system output
parameters. However, this is not practical for processes with insignificant variations in
performance indicators. In the concept of the operational model, our interest lies in the
output efficiency indicator, and introducing additional variables would only complicate the
algorithm. However, it is necessary to analyze states of the operational system with a critical
level of risk or those that contribute the most to the risk assessment in more detail. More
significantly, in our opinion, is the formalization of stochastic input parameters of the
operational system — the vector of state probabilities p =(p;) and the elements of the
transition cost matrix (C},).

Conclusions. The solution of management tasks within operational systems requires
a clear mathematical algorithmization of the relationships between system parameters,
operational processes, and indicators of the operational system’s performance.
The peculiarity of risk identification models for operational processes lies in the specificity
of the modeling object:

1. The modeling object is an integral system of hierarchical configuration with top-
down management.

2. System components such as strategy, structure, processes, technologies, personnel,
are considered as separate states of the management process.

3. Each state has variable parameters that can be described as a set of alternatives.

4. The degree of determinism of alternatives for individual states depends on the
completeness of information about the parameters of the components of the operational system.

5. States of the system with a critical level of risk require detailed analysis, changes in
operational processes, or changes in the model configuration.

6. Risks can be identified as a loss of operational system efficiency due to suboptimal
management.

Uncertainty in input parameters, risk factors, can be successfully interpreted using fuzzy
logic tools. To build more detailed models, it is advisable to involve expert specialists.
Excluding states with a critical level of risk will help avoid critical uncontrolled situations in
operational systems of organizations in any field of economic activity.
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